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1. Debugging Techniques

= Kernel debugging
« HFXOl debuggerZ2 = =7+S 5L
= Kernel code= §7d process0ll L 20|X| &2 7|s2| &gol7|

=
.

= Kernel debugging techniques
= A. Printk
= B. Queue debugging
= C. Strace
= D. System fault debugging
= E. Debugger
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A. Printk

« 2HIMOI debugging

= Application program: printf. @1} monitoring
= Kernel: printk.

= printk

= 2}2} OE loglevel (log Z2389] M =9) &= message SM=H
M2010{, 1E9| message §9é,0|| [}= message HIZE

2 oI[}
= printk(KERN_DDEBUG “Here | am: line %i#n”, _ LINE_ );
= printk(KERN_CRIT “I'm trashed: giving up on %pWn”, ptr);
= OHOF console_loglevel 2L LM =Tt FOMH 0] message

Xl &=

. Console_loglevel 4= DEFAULT CONSOLE_LOGLEVELZ x7J|%t%]
O sys_syslog system call2 e HIE £ ULt

lle IIIIIII

Ir

o |

= =
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Printk (11)

= Message J| 5 4itH
= Printk 8= LOG_BUF _LEN &O0]9]| circular bufferffl message&
AA
=Lk
= Circular buffer)} 25| THH XM printkeE 29| messageE HOHM R
M H& XISHSI}.
= Printk& MUMIAIL =SAIZ + AL
=« Interrupt service routinetllA & J1s.
= A0l 2= xterm OLLUE S Sl “cat /proc/kmesg” HES
MBI}
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B. Queue Debugging

= Printk9] Y&

= 20| AF20IM system0] EX 0] =HE £+ UL

= SyslogdJ} S5 filelfl HI= 2 W1 Otal, OI= 2IoH Tt= AJ]| Ot
Cl disk SZ0] L LI HHE.

= JEJIERE W systemlfl 22I0l= EHE

= /proc file system0fl file€ Q== A

= ioctl driver methodE& AI20l= A
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Queue Debugging (I1)

= B1. /proc file system 0|2

= /proc file system
« W deviceOllT S5X0IX] &
= /proc fileS AOGIE U kernelOfl OJOH A4 AMEICE.
« Text fileO|2 2 0|0 JH=OLLL.

« /proc?] A2 9 SHYEIE MSol=0l, AtEXI Z2&0] il

I-IEE 7-IA_IH%' J'F %I\:: IIOII-IQ AHA‘IUI.IZE G-lQGI-EI-

INEIDIE L) INES
structureS 25 XM O|0l OF BHLL.
Mo
= proc_register_dynamic(&proc_root, &scull_proc_entry);
A8

= proc_unregister(&proc_root, scull_proc_entry.low ino);
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= AHA{

/proc Ot B = EAME JIHA file node(read, write, seek, etc)E M
fi

ile_operations structure®} inode_operations



Queue Debugging (I11)

= B2. ioctl method

= ioctl
= File descriptorQil LHOI{ £}20}= system call
= Driver8 A& AIMIMN driver25E AI2X} 2210 AAIQ
data structureE SAHH =0
. E)}ctI% T80l 1 BillE 2 0HF= programE FII=E Ot

. Kb
o a

« /procg He A 20 EX HIEAH FHELC
« ME0lAE= data 20| Bt page(4 Kbyte) 2 HITHOHX] R =L1.
= Debugging modeE WS WIS driverlll ioctl debug BE0| H0t
UAS = ULL
« H3
= Module®] TJ|J} &2t HZILL.

rIr

010F &t
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C. Strace

= Strace &

= User space program0l AI20l= 2 E system call@ 20 F= 8
5ot &

« MEOl= ﬂI}Q} return valueE symbol EjE LIEHH =L
= System callQ] AIHZHE O} errorQ] symbol atill 1 SIS =
St}
= Ex: ENOMEM - Out of memory
« MYE kernel XHHIOIA] BH=

= Strace command options
= -t: Show time instant for each system call
= -T: Show execution time for each system call
= -0: Output redirection
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Strace (1)

s Example of strace
%0 strace Is /dev > /dev/scullO

= readdir(3, {d_ino=894, d name="“scull0”}) =1

= close(3) =0
= brk(0x8035000) = 0x8035000

= loctl(1, TCGETS, Oxbffffac4) = -1 EINVAL (Invalid argument)

= Write(1, “MAKEDEVWNXORWnarpWnatiomWnaudio¥n”..., 4096)
= 4000

= Write(1, “3WnttyrdWnttyrSWnttyreWnttyr7Wwnt”..., 96) = 96

:exit(O)
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D. System Fault Debugging

= Fault

= Linux code= W Z9] errorlfl tHOH S AHOIHI HHAME = JUT
Z4 1101}

= Faulte ® process& Il OFXI 2t system2 H|=5 SWE = U
= Oops message
= Shows registers, stack, code in hexadecimal

= KSymoops

|

L

= Oops messagelfl Y= FA U kernel symbolZ HE, codeE
< b
o U

disassemblell =

= System halt
= Infinite loop: scheduler cannot be called.
= Special keyboard processing:
= RightAlt-PrScr-m (Show memory): memory usage, buffer cache.

= RightAlt-PrSCr-t (Show state): Show process state.

= RightAlt-PrScr-p (Show registers): Show registers.
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E. Debugger

= Debugger
= CodeZ T S4 FH0IH Hatlll register& T AISH.

= AlZHOI 5501 25Xt code ZMION CHOH &0l SAIE = UALL

[ El.gdb
= Kernel OILIC| 22 programQ & 2011 A1340H OF SHCE.

> gdb /usr/src/linux/vmlinux /proc/kcore

= Istarg: Y=0LX| %2 kernel execution fileQ] 0IE

« 2" arg: core file name (YO & U} M A)
Kernel data®] HAZ 1.
Usage:

= p jiffies: Show clock count (from boot-up)

p *module_list, p *module_list->next, p *chrdev[4]->fops: Show
structures

= X /20i: Disassemble 20 lines.
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Debugger (1)

= E2. kdebug

« AWM=l kerneldt W ME = J}= gdbO] remote debugging
interfaceE AI20= ’—‘.*._ =

= /dev/kdebug: Kernel &ZH0l 20l= S2! channel

= Module 1 XIHI= kernel space(ilA] S&H01)| IHE 0]l &Yt debugger
Z M2Y + U= kernel address spaceE A = UL
= KdebugMIME kernel code 2tCF codeO] S H| A =Mt A XA
S NIHOIX| 2}
« System0] HIS HYHOF SHOITE O] HOHA kernelO] et &
SHE| 1] AO010F O] LHZ0Hl EJII[I
= DebugOlil U= kernel9] data =S HFA= A, JIHHOIXIE M
S0l &8 2=0t= A, moduleO| ’é*.oﬁl._l.! U= é%g'.
o1)| M)| HEHZ MIOH= HE GISOHCL

i — [ - - A=

fi0

Embedded Systems, KAIST 13



Debugger (I111)

= E3. Remote debugging
= Two computers connected with serial line:
= 15t Executing gdb
= 2nd: Ececuting kernel to be debugged.

= Gdb HIO= X002 = kernelQ] binary formatE Ol0HE 4=

OF SHLL.

U0

= Debugger= target platform X[ 0| JIS0IE=S compile® 20|04

OF St}
« Kernel9] X7J|%} et

= XIAM9| %E*’é*.aa X2lotil, SHE2F jumpOtES setupll=

routine.
= Kernel9 B= 0

=CHLt

IIIIO

ol =YA service routine@

T HHE A

= Serial line@ S0HA gdbZTFHO HES JIUZT O JAE Ut

Ct.

Embedded Systems, KAIST «

14



2. Gdb In EZ-X5

« I2 13 JHE

Understand the problem
Design your own algorithm
Edit the source program

Compile & link

« Compile error: Edit & recompile
Test
« printkL} printfES 1S & X Ol 118 =2 B I 22| 8IS J|
O3: W HOIE08 24 =8 S=dl.. v
= Gdb
gccE D=8t JE& =5
OiOIM Z2Z A0 I} & ol=Xl M=o = &0 Ud & UL
glg:cliletH% 012010 EMIEE0IM Edol= QT NAIT &0t 2 =
Improve the algorithm: &8 =& SFAF

o]
A
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Gdb in EZ-X5 (11)

Installing gdb in EZ-X5

« 1. O &)
= gdb 5.2.1: gdb JHIE SAEQ} gdbserver EFIY E Tl 7| X]
n ftp://ftp.gnu.org./pub/gnu/qdb/gdb-5.2.1.tar.qgz

s Mirror: ftp://linux.sarang.net/pub/mirror/gnu/gnu/gdb/gdb-
5.2.1.tar.qz

« 2. M O]
= gccs JEA HIMAO| Jis 0| 20 24 SH=EE=S MY
Ol HMO| i=28=, gdbT Z1210| 250f S HMAS Ol =
SHOH OF St
= EZ-X5= ARM J|HHO] MCUE M 11 UJ| 20 ARME gdbH I}
T
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ftp://linux.sarang.net/pub/mirror/gnu/gnu/gdb/gdb-5.2.1.tar.gz
ftp://linux.sarang.net/pub/mirror/gnu/gnu/gdb/gdb-5.2.1.tar.gz

Gdb in EZ-X5 (111)

= ARM £ gdb ZII& commands
= $ cd /home/embedded/arm/
$ tar xvzf gdb-5.2.1.tar.gz
# cd gdb-5.2.1
$./configure --target=arm-linux --prefix=/usr/local/arm-dev —v
HE HMAHZE & Xl XIA: arm-linux
ZUE0| OZ S0 Z AL XIA: /usr/local/arm-dev
$make

$su - root
Password; *****

#make install
gdbOIA] A= 21018212 Jt XIFEZ A0 X
OI& Al Ol gdbBAEE I 2AF.
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Gdb in EZ-X5 (1V)

= 3. gdb server &X|

- PATHOIl ZIH! 001 A AISH S 012t gdb T M0 Y= AUKIE SE.
= $cd /home/embedded/arm/gdb-5.2.1
= $export PATH='echo $PATH":/usr/local/arm-dev/bin

= C}A| configureE &%
= $./configure --target=arm-linux --host=arm-linux -v

= sed P22 MZIJ|E A0 HAVE_SYS REG HE MOt 182 FAM K
= $cd gdb/gdbserver

= 3$cp config.h config.h.org

= $sed "s/#define HAVE_SYS REG_H 1/W/*#define HAVE_SYS REG H
1*W//1" config.h.org > config.h

= gdbMAIE OAl MY & TR 210] /gdb/gdbserver IAEH 20IM HA|
MO Z gdbserverE& AMY. make Ol=Hl SM2 cross gecE AA.
= 3$make CC=/usr/armv5I-linux/bin/arm-linux-gcc LD=/usr/armv5l-linux/bin/Id
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Gdb in EZ-X5 (V)

= 4. Gdb AI2
= JHE ZAEQL EPIEE ALOI0fl= TCP/1IPSA0] &I010F SHLE. gdb
= Aldlg S40j elgt HZ = JIsOtL.
. B0 DF 1PFATF AHEI0] 010 SHL.
. MW MYS AMY I -g SMS F0| 2 HOF BHE
. gdbJ} A% MASLE HEE A0 & 5 WIS
« AMEOl EUHM gdbserver?t &% M2 S ERIE S0 FHIISHTE.
- EPIEE g3
= [root@EZ-X5 /gdbserver]$ ./gdbserver 192.168.10.150:6161 [&l%411}
20I=]
« Process debug create; pid = 994
IP HOl port HZ = 1024 0] &S XIE0 == AH0| SU.
pid= <% & [ Ot &ata & UL
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Gdb in EZ-X5 (VI)

= Gdb A2 (1)

- L SAE [JHZY 2HXOI [HY Hel2
Ch EIEEM &S &% OH&O0] gdb?t
. glog[]@jdt gdb]$ gdb [OD)} St= EPAE E0IA
= GNU gdb 5.2
=« Copyright 2002 Free Software Foundation, Inc.
= GDB is free ...
= (gdb)

= Target board& &A™ =L}.
= (gdb) target remote 192.168.10.51:6161
= 192.168.10.51:6161: Success.
= =HMOZF gdb)t EFIEEQ} S| 3!

. gdbTTOIE AL20H CIHZ XS MBI}

» Start with “CJontinue]”.

Embedded Systems, KAIST

20



Gdb in EZ-X5 (VII)

n Gdb commands

=« # gdb filename [pid] Start gdb
= Cmd options:
= -help, -h Help
= -Ssymbols file Read symbol tables
= -X file Execute gdb commands from file
= -d directory Add directory for searching source files
= -batch Run in batch mode
= -cd directory Change working directory
= -b bps Set serial line speed for remote
debugging
« -ty device (/dev/ttyb) Run using device for stdio
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Gdb in EZ-X5 (VIII)

s Gdb Commands (11)
= > help name
= > list nl, n2

> preak [file:]function

> run arglist

> bt

> print expr

> continue

> next

> step

> x addr

= q

Embedded Systems, KAIST

Help command name
List program lines

Set breakpoint

Run with argument list
Backtrace stack

Print the value of expression
Continue execution
Skip over function
Step into function
Examine memory

Quit gdb
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