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6. Module Build and Run

= Modulel} kernel programming0f] &= J|X X0l JH 4
=y
= PC LinuxOllM SZtst

= HelloWorld module

#define MODULE
#include <linux/module.h>

Init_module(void) {
printk(“<1>Hello, world\n”);
Return O;

}

Void cleanup_module(void) {
printk(“<1>Good bye cruel world\n”);
by
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Module Build and Run (1)

= Explanations
= Printk: Linux kernelOlIA] HOJE!. printfQ} H|Z=OIHl St
= <1>: message®| SMAH. 1=Highest.

= Compile & run
= Root privilege required!

Root# gcc —c helloworld.c ; Compile

Root# insmod helloworld.o - Insert a module
Hello, world

Root# Ismod - List modules
helloworld.o

Root# rmmod hello.o - Remove a module
Root#
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Module Build and Run (111)

Sg o= Module
Execution Execution from start | Init_module: 2 Z 9] QA (|
to finish IOl RE S48 S=
Cleanup module: moduleg 2t
e
ALE &= Libc: printf etc IS0l SIHE kernel E=:
printk etc
Header file | 2UtM Ol header file |/usr/include/linux
/usr/include/asm
Namespace Independent Kernellll 28 :
Namespace pollution
All symbol static
Prefix for global variable
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Module Build and Run (1V)

= Linking a module to the kernel

=1

init_module{}

register_capability()

(34 capabilities()

unregister_capability()

mm— T | | | [ RS

OE a=s

& ——p CIOIE OIS
M oI ————% fitleiz 2
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odule Build and Run (V)

=2

o
(=
(=)

O )81} module
g EE]EH
= User space0fiM =8: JI& R level
« HardwareQfl & &Z20l= At memory(fl TS G1E01X| %S 2
o Hict.
Module
= Kernel spacellA] = (Kernel J|S9| &3
Supervisor mode
= System calllll hardware interruptS S010{ X1Ql.
System call: run in process context
Run for the called process
Can access data in process space
Interrupt

No connection to processes
Run asynchronously with processes.
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Module Build and Run (VI)

= Kernel9] SA|A

= Multitasking: performed by scheduler
= Kernel operation:

- S2 OIS ABt system callS O | YHOI0 HISI|HCE
¢@EU
= AMAHIO| Z} processE HOll &S MAX| 1 AL

« Kernel 8= smgle process contextQt)| A (Sleep modeZE & &

Xl B=0H) M| D thread= ASHEIT)
= OILIO] device driver= 0ld] taskEZFE{Q| QLIFE SAI0 S =
U0 OF S
= O0fl: OtLtOl deviceOll 4 process} read call
. Process =N

= Global structure variable ‘task_struct current’ : X &3] Y=
user process

= printk(*The process is %s (pid %i)Wn”, current->comm, current-
>pid)
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7. Skull Driver

= Sample driver skull (Simple Kernel Utility for Loading Localities)
= 25 B0l OlH class 0121

= Makefile
= Set of commands to build the object code
= #Hifdef KERNEL

« QI OZ ]3Ol ALEE 9| 910101 headerE includeOt)| H 0l Al
= #Hdef _SMP_

= SMP (Symmetric Multi-Processor) machine2 AI2g <
= MODULE

= DriverE kernel image0fl 2 A link A|7|X] &2 8
= Compiler flag

= —0O: Inline 89| &S il 2.

= -Q: enable debugging

= -Wall: Warn all errors
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Skull Driver (11)

= Example makefile

# Change it hee or specify it on the “make” commandline

INCLUDEDIR = /usr/include

CFLAGS =-D__ KERNEL__ -DMODULE -0 -Wall -I1$(INCLUDEDIR)

# Extract version number from headers

VER = $(shell awk —F\” ‘/REL/ {print $$2}
$(INCLUDEDIR)/linux/version.h)

OBJS = skull.o

All: $(OBJS)

Skull.o: skull_init.o skull clean.o
$(LD) -r $" -0 $@

Install:
install —d /lib/modules/$(VER)/misc /lib/modules/misc
install —c skull.o /lib/modules/$(VER)/misc
install —c skull.o /lib/modules/misc

Clean:

rm —f *.0 *~core
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Skull Driver (111)

= Version 9|=A
. Module codel} link A& Z} kernel versionOtCt 25 XH compileO}
04 O3t St
= Module2 kernel?] 25120 10104 OF o112
= Version code

» #define VERSION_CODE(vers,rel,seq) (((vers)<<16) | ((rel)<<8 |

(seq))
« Ex) 1.3.5 -> 0x10305 (66309)
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Skull Driver (1V)

= Kernel symbol table

« &JHE symbol table: /proc/ksyms. Text style.

= ModuleQl HIHEIASEH, 1 OH0f] 41218t global symboIS M -'?'-
kernel symbol table©®] 25 J} &l1l /proc/ksyms file(fl 7S = L.

= ME& module HHE9]| module0] AT 2IIBt symbolS AI2E
2 OIT}

« AIE %= module®}
= Module &J]: S&Bt projectlilM &
= 2 HISE G=9AE.
JHE AIZE9] H=.

= Register_symtab()
= Symbol table H2|E Bt SAIH Ol kernel interface
= HEGIH| symbol tablelfl B Y= symbolS 8t kernel(fl QAL 21 =L}
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Skull Driver (V)

= Init_moduleMl AM9] error X2l

= UtilityS SSE& Wl errorE THUH J|EQ] HAS 7 401 O0F SHCL

01

= Init_module®| =%

StLt.

errorJ} AJ|H &2

=g AA

= KernelQ] S 2HAETE AEHHE HOIAAH ZIB=.

= Error 278 Y0 goto SHE A0V
(@)

a2t
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Skull Driver (VI)

= Error Xld] example

int init_module(void)
{
int err,;
[* Registered: pointer nad name */

err = register_this(ptrl, “skull”);

if (err) goto fail_this;

err = register that(ptr2 “skull”);
iIf (err) goto fail_that;

err = register those(ptr3 “skull™);
if (err) goto fail _those;

return O; /* Success */

fail_that: unregister_this(ptr1, “skull™);
fail_this: return err;

}

fail_those: unregister_that(ptr2, “skull”);

/* Reverse order

/* Return error

*/
*/
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Skull Driver (VII)

= Cleanup_module error A2l
= Init_moduleQ] SEWH TE

StLt.

AE U2 SHZE k= F010k

Void cleanup_module(void)

{
unregister_those(ptr3, “skull”);
unregister_that(ptr2, “skull”);
unregister_this(ptrl, “skull”);

}
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Skull Driver (VIII)

. System 7* modulea A0 Y= B2 A Q| =8 | IOl
olL}.
= ModuleE PHNMOIA A1HIE = }=X] HAOD| HE.

= Macros (in linux/module.h)
= MOD_INC_USER_COUNT: ® module®] countE& SIIAIZIC}
= MOD_DEC_USE_COUNT: & module9] countE§ & AIZICH
= MOD_IN_USE: CountJ} 00] OHLI™ true.

= A% countQ] BIHELE /proc/modulesQ] 2t IS = O] MIHHIH

field
= floppy 45960 1 (autoclean) ; MemSize, ModCount
= lpv6 75164 -1 ; No use count
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Skull Driver (1X)

= Module &HH|

= Rmmod &

= Call delete_module
Use _countJ} 00|™ &2

=« Cleanup_module

S OH)jl HO|=l cleanup_module S E3HCL.

Module0] SE8t R E AE HAH

Symbol tableg Ml H.
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Skull Driver (X)

= Resource Usage

= Module system resource& AF20IX| 11 XHAO| 1
SEAAO
= T HdHA .

= Resource:

= Memory, 1/0 port, interrupt, DMA channel, etc.

= Memory
= 8E: kmalloc (malloclt S&. SMAH °IXh
SMAM: GFP_KERNEL
= OHAMl: kfree (freeQ} S )

= |/O port
« 2} port= JHEH2 HEE X1l AL
« 2t drivers= S8 portE HACE AT WRIL AL
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Skull Driver (XI)

« A2 X SZHM O] driver &Y

- 34
. c library& 25 link & 5= QUL Driver= QY T2 (]| O|=0IX|
51l CHot * AS g = ALL
. %F‘_Wﬁ.ﬂ debuggerJ}t driver codeE ¥ = UL}
= DriverJ} MXIetO™ 2HE0] kil €& = AL
« A2 X} memory= kernel memoryQ} 20| swap E = UL
« HIHE AHIE driver program devicelll (HSt SA| 2SS 6|2 &

AOIEI.

« AM2XI &2t driver9] 0l: X server
= AIEIJ1SCt hardwarelt 0 A 21X F&0]| &1l UCH, B= X
clientOl Hl graphic resourceE | &3tL}.

= KernelZ2 52 E hardware MO0l 0] U= He A XIZIH SES
S 82 server process& 1™ EH:I.

Embedded Systems, KAIST 19



Skull Driver (XI1)

« A2 X 22HIAQ] driver 2 (cont'd)
- A

= A2 2ZHIME interruptE £ 5= 8L

= Memory &M M2 /dev/memfl mappingtl] Y1d, EH A2}
2 {9t JHs 0L

« UZE= port]] LYt M2 ioparmOlLt iopl S E CH201T, 172
1l EAH A2 XIS {2t IS0t

= ClientQ} hardware ZHj| AHE MEOIHU SAE U0}
context switchJ} E0J| HE0 SEAI1210] =2l

= DriverJ} disk& swap & ALIH SEAIZH0] SIS 0l1= HEIO

= JIE SFt deviceE2 AIEXL S2H0IM A€ = il

J| #i¢t

« MUHGIX] &2 hardwareE OE AR A2 X1 22t softwareE &t
JdEosll 2 MAMT S 1% kernel modulelil O]
software& ElIES= A0l USAEIX] &2 &R0 2 A0|T
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