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Executive Summary

Without effective communications, coordinated efforts are impossible. From the hand signals between a pilot and his ground crew to the formalized rituals of international communiqués, clear communications enable individuals and organizations to ensure that discrete events can occur in ways that minimize conflicts and maximize efforts toward a shared goal.

In the complex environment of civil-military operations (CMOs), unity of effort between military and civilian partners is one of the most difficult dynamics to achieve. Mission success requires the coordination of individuals working at many levels. At the top, the general officers of coalition militaries and high-level officials of both inter-governmental organizations and host-nation ministries must decide on the overall vision while monitoring its implementation. On the ground, field workers of non-governmental organizations and leaders of platoons and squads work with local elected officials and representatives of civil society organizations on projects with direct impact on the lives of the affected populace. 

And yet, despite the intensity of activity at the strategic and tactical levels, individuals rarely have the communications tools that enable them to interact directly across their respective organizational membranes. More commonly, individuals have to work through slow bureaucratic channels, using information systems that were designed to optimize the flow of reports and requests up a hierarchy and to relay decisions back down to the field. As a result, individuals in the field—who must make decisions in real time—find ways to improvise. 

The FM-24 Manual on Counterinsurgency calls the resulting informal arrangements “Handshake Con.” While the formal agreements between CMO partners still provide the strategic framework for aligning goals and priorities, it is these informal arrangements that tend to play the critical role in coordination of efforts at the operational and tactical levels.  Such ad hoc arrangements are capable of having immense strategic impact.  At a minimum, they ensure that efforts in different sectors do not undermine each another; at the maximum, they foster a dynamic where CMO operations reinforce one another and result in an effect whose magnitude is greater than outcomes of each effort taken individually. 

Despite the critical nature of these relationships to mission success, these informal networks receive few resources to develop or sustain them. More commonly, effective informal networks are usually the product of individuals who—through difficult and time-consuming work—are able to overcome issues where their organizations have not yet resolved differences in policy, tactics, or technology. This approach to bridging gaps is not only inefficient, but is also driven by personalities. It is, therefore, ad hoc, sometimes lasting only as long as those personalities remain in theatre. This dynamic is further influenced by personnel rotations in both civilian and military organizations, which can disrupt existing agreements with the host nation and lead to renegotiations, rework, and lost time. 

These informal agreements also tend to occur in contexts where the partnering organizations themselves do not have the technical means to achieve interoperable communications. In the developing world, many host-nation ministries, private sector companies, (NGOs) and private volunteer organizations (PVOs) have old or incompatible ICT systems or rely solely on paper-based record-keeping. They do not often posses the ICT frameworks to support either the operational tempo of military forces or the demands being placed on them by other civilian partners. 

Amplifying this problem is the notion of risk. Many organizations have implemented information assurance mechanisms that explicitly prohibit partners’ access to systems that contain information critical to coordinating protected activities on the ground. This risk avoidance is critical to the security of certain operations or classified information, but can also prevent mission success when the walls between individuals and their organizations become so impenetrable that communication and coordination becomes nearly impossible. When the exclusion of partners from accessing critical information prevents coordinated action and the realization of the larger strategic vision in a timely manner, everyone loses.

Enabling Essential Communications Between CMO Partners

This Concept of Operations (CONOP) document outlines the use of an information sharing system that augments the U.S. military's ability to channel all assets present in civil-military operations—from local nationals and NGOs to UN agencies and foreign military units—towards the goal of unity of effort. The system focuses on establishing minimal communications between the important members of the informal networks by which connectivity, collaboration, and coordination occurs. 

This system enables CMO leadership to grant partner organizations a minimum essential software and services kit (MESS-kit). Each kit provides the partner with a core suite of software and hardware tools that can enable the exchange of critical data between informal and formal partners to the CMO. 

This platform enables each partner to ‘wire’ the informal networks that compose Handshake Con. The platform enables individuals to store, process, and exchange unclassified data through several means, ranging from sneakernet transfers of data via portable memory devices to cross-subscription of XML/RSS feeds. In cases where a partner has weak ICTs, the MESS-kit can be given as a leave-behind to bridge the digital divide; it can allow the partner organization to participate in existing coordination mechanisms, to share and access information, and to identify opportunities for collaboration.  The MESS-kit can also regulate the flow of information via rules established by each individual user of the system, thereby enabling civilian partners to choose their level of interoperability with military and inter-governmental organizations based on context.

The platform can also be loaded with strategic and tactical data for a specific context prior to deployment. Each kit can be loaded with high-resolution satellite imagery, maps, and other critical data into the system, thereby 1) seeding the theatre with a shared information set; 2) setting the stage for more effective strategic communication; and 3) creating a common operating picture between partners from day one.

The goal of the platform is to enable effective communications and coordination from the bottom up, creating channels that cut across the hierarchies that often divide partners. When civilian and military goals are aligned and civilian organizations are open to cooperating with the military, the resulting coalition can exchange valuable intelligence and information—human and otherwise. This information flow can subsequently increase coordinated action and dramatically reduce the resources necessary for mission accomplishment. 

Conceptual Framework

The MESS-kit is the result of pragmatism rather than theory. It was born of the ‘lessons learned’ and hard-earned field wisdom from recent operations, including counter-insurgency (COIN), security, stability, transition, and reconstruction (SSTR), and humanitarian assistance/disaster response (HADR) operations in Haiti, Iraq, and Afghanistan, as well as the 2004 Indian Ocean tsunami, the 2005 Gulf-Coast hurricanes (Katrina and Rita), and earlier engagements in Bosnia and Kosovo. It also incorporates the operational models developed by Combatant Commands such as Southern Command (SOUTHCOM) and the newly established Africa Command (AFRICOM). 

The MESS-kit draws on the following combined experiences:

Alignment of civilian, military, and local efforts is a requirement for effective operations.

Civil society work requires the alignment of a vast array of assets and people. As such, it is most effectively achieved through a robust and densely interconnected network of coordinating partners.  When CMO partners act in a coordinated fashion, they can dramatically reduce the resources necessary for the achievement of the mission.  When they act in an uncoordinated fashion, they undermine one another's efforts and waste assets in already resource-constrained environment. They also can cause additional damage.  As discovered multiple times in several cultures, the impact of too many disconnected efforts can be quite dramatic. Incoherent and redundant activities may undermine local faith in the international response and may make cooperation between CMO partners even more difficult as the operations wear on.  These negative feedback loops, in turn, may demand a further increase in resources to accomplish objectives, and may grow so resource hungry as to eventually inhibit or prevent mission accomplishment.

Communication is a necessary precondition for coordination and cooperation.

Complex operations tend to be dynamic: after a major shock to an affected nation, military and civilian organizations scale their participation over time. During this ramping up, information-sharing problems can quickly create coordination problems: as more donors and projects emerge, the need for coordination increases at an increasing rate. However, communication between organizations rarely keeps pace with the desired level of coordination. More commonly, information shared between stability operation partners diminishes over time, usually as concerns over force protection and desires to prevent unfriendly entities from discovering and thwarting activities of CMO partners creates an increased focus on information assurance.

This focus on protecting information usually leads to conflicts and an accompanying breakdown in trust between the independent actors. Thus begins a vicious cycle: as trust decreases, the amount of information flowing between actors decreases, leading to further breakdown in coordination, more conflict, and ultimately yet more decreasing trust and reduced information sharing. 

These challenges of information sharing are large factor in the downward spirals of cooperation and the opening for insurgent activities after a disaster or conflict. When trust dissipates between CMO partners, information sharing gets limited to carefully prescribed reports and ground truth gets lost to all but those who are closest to the affected population (who may well be insurgents). Though the degradation of trust and coordination, the security of CMOs can greatly diminish, making any civilian operations far more risky and costly, and ultimately, less effective.

Open, proactive communication between partners is the antidote to this downward spiral. In operations where civilian and military goals differ considerably (as in cases of violent conflict or direct military action), communications can deconflict activities and inform all partners of ongoing actions without attempting to align objectives or seek out opportunities for collaboration.  In other instances, when the goals of civilian and military actors may be closely aligned, communications might span the gamut—from a minimum level of deconfliction to a robust cooperative collaboration. In either case, communication serves as a catalyst and enabler to other activities.  

A shared understanding between all the partners regarding the area of operation and human terrain is a necessary precondition to productive discussions about strategy, tactics, or operational approach.  Only through a common operational picture and a shared set of objectives will partners reconcile those differences and develop a plan towards unity of effort.   

Partners begin with different conceptions of how to work together.

The leaders of multinational CMOs cannot assume that all parties will be using the same methods for thinking through strategy, tactics, or operations (see FM3-24). Any technologies brought to the table will likely reflect the approach of the partner (or vendor) who funded or produced their ICT framework. Sectors have often developed sophisticated coordination mechanisms that are unique to each field.  In some operations, the UN Office of the Coordinator for Humanitarian Affairs (UNOCHA) has the lead, whereas in other cases, local government may lead any international intervention effort.  The protocols, standards, and data schemas—as well as the styles and etiquette—differ considerably.  An awareness of and sensitivity to these differing technical and social norms is crucial for the success of any effort. 

Informal networks are the mechanism for finding common ground

As FM3-24 (Counterinsurgency) states, agreements between partners are often not made through formal command-and-control structures with clear mechanisms for accountability, but instead through informal networks. These informal arrangements in the field are often the best (or only) mechanism for aligning efforts between local nations, NGOs, IGOs, and other entities.  These improvised arrangements need not only between leaders; they can occur at all levels of the partnering organizations. It may well be junior members of several organizations—local or international—who have access to the combination of actionable information and local relationships necessary to turn that knowledge into a constructive outcome.

Technology that enables informal networks also needs to enable improvisation

Earthquake operations will require tracking people entrapped in collapsed buildings; other operations may deal with disease outbreaks or insurgencies. In each case, the informal networks will improvise ways to handle these issues, and their ICTs must be sufficiently flexible to enable the informal and formal exchange of information within the negotiated frameworks—the structure of which often cannot be anticipated by the creators of the ICTs. As a result, technologies and technologists on each side of the divide must be sufficiently mashable to enable interoperable communications to emerge over time.

Blanketing the operations with communications accelerates coordination

Field operations have not yet developed a standard operating procedure to harness the network effects of blanketing an area with communications that all partners to a CMO can access. Instead, each organization tends to shell out tens of thousands of dollars for the backhaul costs of satellite communications, and as a result, tend to limit the access of outsiders to their networks. This restriction on packet flow corresponds directly with a reduction in information flow. The situation also forces each organization to build its own hub and spokes network—an often unnecessary redundancy in austere settings where the use of every resource must be optimized. Blanketing the area with open communications networks—from TCP/IP to SMS and cellular voice services—removes this obstacle and is less costly than trying to fix an uncoordinated response.

Partners without flexible ICTs should be given adequate tools

Because so many of the civilian partners to CMOs lack effective, adequate, or up-to-date ICTs, interoperability with the military and other partners cannot occur until these organizations possess some ICTs to connect into the communications network. In this case, it is the interest of all partners to the CMO to ensure that organizations without modern ICTs should be granted some set of minimum essential software and services to enable information flow about issues of importance to the overall operation. 

Most information generated at the field level can be shared with all CMO partners.

While the mantra of "hold information private until made public" has its place for operational security of kinetic activities, most information pertaining to operations for disaster response, stabilization, transition, reconstruction can be shared with CMO partners.  In the case of recent operations, the USG has unnecessarily over-classified vital information—either as LIMDIS, FOUO and/or NOFORN, and thereby impeded cooperation with the United Nations and other international NGOs. Instead of mitigating risk, this act of closing off information channels increased the risks borne by both responding organizations and the affected population.   

Conventional OPSEC wisdom defaults to overclassification, but the USG from 9/11 onwards, has recognized the need for a “need to share” rather than a “need to know” paradigm.  The military is not the only organization to suffer information sharing issues; NGOs and IGOs have their own problems that they must resolve to be effective partners with the military.

Technology and policy should remove extra steps for sharing information.

Current procedures do not adequately calculate the risk of not sharing information, instead only focusing on the possible negative consequences of its release.  This risk analysis needs to incorporate the impact of keeping too much information “close hold,” which may include CMO mission failure. The opportunity costs of withholding information may often outweigh the potential risks of sharing that same information.

Technology should recognize the difficulties of communications in austere environments.

While Web-based tools may look nice in the office, slow connections in the field may render even the best-designed web site unusable. Worse, intermittent connections require tools that support disconnected use. Many technologies that are familiar are unsuitable in these contexts without modification.

Operational Concept

MISSION

The MESS-kit augments the capacity of civilian-military operation partners to work towards unity of effort by enabling three dynamics:

1. Information exchange within single civilian organizations

2. Information exchange between multiple civilian and military organizations 

3. Strategic communication with the area of operation.

1. Information exchange within civilian partner organizations

Many partners do not posses ICT frameworks that allow for the rapid exchange of tactical information within their own organizations. The MESS-kit—as a standalone unit or as a system of linked units—can provision these civilian partners with basic ICTs to enable them to coordinate their own activities. 

2. Information exchange between CMO partner organizations

Interoperable ICTs between civilian partners are not always available. Some partners are using state-of-the-art software packages with XML-based web services. Others use email as the primary means of exchanging documents and data sets, or web portals with overstuffed directories of files and blogs. Some use paper or bridge the digital divide by deploying human messengers with USB memory sticks or floppy disks transferred between sites (aka, sneakernet). The MESS-kit provides a common platform for civilian organizations to exchange data, track the progress of projects, and create conferences and discussions between personnel involved in similar sectoral projects. 

3. Strategic Communication

Successful COIN, SSTR, and HADR operations incorporate local perceptions and attitudes into all aspects of analysis, planning, execution, and assessment. They create a feedback loop between activities in CMOs and the “perception effects” arising in response to these activities.  These efforts, called strategic communication (SC), help partners leverage off each other’s knowledge and resources to achieve mission objectives. Through this work, all partners gain a richer understanding of the local populations perceptions and needs.  The better informed the CMO partnership is about the context in each of these settings, the more effectively they can tailor activities to accomplish the mission.  

VISION

Restoring a country to stability and placing it on the road to partnership in the community of nations is a systems problem, requiring coordinated action between hundreds of organizations. The vision of the MESS-kit is a first step towards a larger information sharing strategy that will foment information sharing between these organizations, with the vision of 1) increasing the tempo and volume of communications between them, 2) improving coordinated action, and eventually 3) reducing the time and resources necessary for successful completion of a CMO operation. 

GOALS AND OBJECTIVES

· Create a shared platform for exchanging and updating essential information between CMO partners, including maps, imagery, photography, videos, documents, and datasets. 

· Provide relevant and useful content (localized to the AO) to CMO partners, thereby also seeding the AO with important ideas and data.

· Increase volume and tempo of communications between CMO partners, enabling them to spot problems earlier and to reduce delays in the system.

· Enable deeper and more sustainable informal networks among CMO partners.

· Create a useful leave-behind for host-nation ministries and other partners who will be working in the AO for the long term.

SYSTEMS CORE FUNCTIONS

A MESS-kit consists of five basic elements:

Hardware: A mini-server with attached storage and networking to support up to 12 people. NB: Server hardware is not a required component of the as-supplied system, aside from the memory device on which the MESS-kit is loaded, however it is specified here for explanatory simplicity. Hardware can be supplied which conforms to minimum standards.

Software: A suite of configurable applications to provide minimum essential services for a single CMO partner and to provide for the exchange of data between partners.

Individuals: The fields staff of CMO partners who have access to a MESS-kit.

Relationships: The existing relationships between the field staff of CMO partners as well as the relationships build as a result of sharing information via the MESS-kit.

Activity Streams. A flow of events carried out by individuals working through the informal network (relationships) that bind together CMO partners.

The deployment of a MESS-kit involves two components: the provision of one or more technology platforms (hardware and software); and a set of practices to develop relationships between multiple individuals with the intent of mobilizing them to coordinate actions across multiple organizations. Activity Streams are not a component of the system so much as signals sent between partners about the status of their actions. They can be as simple as a short text message (SMS) or a complex document with many attachments and diagrams.

OPERATIONAL CONCEPT

From the perspective of civilian partners, the informal networks by which most coordination of effort occurs rarely possess the requisite ICT frameworks to support either the operational tempo of military forces or the demands being placed on partners by the complex coalitions in which they are asked to work. Poor communications over incompatible ICTs becomes an insufficient coordination mechanism when the operational tempo of the CMO exceeds the mental bandwidth of the CMO partners. Where paper and unreliable cell phones are the primary means of communication, this bandwidth limit may be reached almost immediately.

When CMO partners fail to have close communications and operate without unity of effort, they open opportunities for insurgents and other elements to disrupt operations, degrade mission effectiveness, and push back the timeline for the strategic vision set by the international CMO partnership. This situation will only worsen as insurgents make more sophisticated use of social media tools currently being used by activists in authoritarian states. What is particularly troubling is that military and civilian partners to CMOs generally lack tools to mobilize the collective experience and intelligence of the host nation's populace, even while tools like SMS text messages are showing the power of bottom-up organizing in the developing world. The failure to share information between CMO partners creates high and often unacceptable opportunity costs in a resource-scarce and time-constrained environment.  

The MESS-kit augments the capacity of CMO partners to communicate and coordinate their activities. It provides a set of minimum essential software and services for basic field operations and information operations. It operates at three levels: 1) building the capacity of a civilian partner; 2) fostering coordinated actions among several civilian partners; and 3) enabling effective information operations and strategic communications efforts.

1. Building the capacity of a local partner

Many civilian partners possess a mosaic of ICTs from several eras of computing, many of which are incompatible or which have been cobbled together from spare parts. Some still rely on paper-based systems (as is the case with many district and village offices of host-nation ministries, NGOs, and local contractors). If these partners are going to be integrated into coordinated operations, they first will need a shared set of low-cost ICTs which can be maintained and extended using local labor. The MESS-kit provides a low-cost set of hardware and software that the military can grant to one or more local civilian partners, providing them with the basic tools necessary to coordinate action within their own offices. 

The MESS-kit also provides a critical tool for recruiting civilian partners who may not initially trust the military. Because the configuration of the MESS-kit is flexible, it can be preloaded with key data about the AO, including recent aerial imagery, maps, and human terrain, such as key political players, local chiefs, or other important persons. Within the informal networks in the field, recent aerial imagery is one of the most valuable currencies. When introducing themselves to the field staff of civilian partners, military personnel can offer current aerial imagery and data, as well as new ICT as a first negotiating position. 

Because the demand for the MESS-kit is a field-driven initiative, many aspects of its deployment will be left to the ingenuity of the local commander, PRT, ADT, HTT, or civil affairs unit. A MESS-kit will likely be deployed in the following manner to individual partners:

Conceptual Scenario 1:MESS-kit in standalone mode 

A PVO enters a region and discovers that a local national has organized an NGO to foster cross-ethnic dialogue. She operates from a community center with six staff members and has developed a community of 200 women to participate in afternoon programming. The women bring their daughters, and the NGO is considering expanding the program to teenage girls. The center has recently lost its one aging computer, which it used purely to track member participation and accounting. Otherwise, it operates purely on paper, cell phones, and SMS. The PVO would like to integrate the NGO into a larger program to foster education for women, focusing on retaining teenage girls in school. The PVO gives the NGO a MESS-kit plus six low-cost netbook computers, and contracts a local national to educate the NGO’s staff members on the use of word processors, a web-based database of students, and a web-based tool for managing SMS groups.   Figure 1 depicts the arrangement of the MESS-KIT with the six netbooks.
Figure 1.
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2. Fostering coordinated activities between several civilian partners 

If a commander encounters a situation in which multiple partners require basic ICTs, and/or if CMO partners cannot devise a mechanism for interoperable ICTs, the commander can deploy two or more MESS-kits to CMO partners. This deployment model creates MESS-kits which cross-subscribe to data feeds from one or more of its included applications (in most cases, subscriptions will be made to the document management application, blog, wiki, and disaster management system). 

This mechanism creates the basic building blocks for wiring the informal networks of a CMO. This deployment mechanism would likely not follow a top-down directive to distribute MESS-kits to every civilian partner simultaneously. Rather, it would scale from the bottom-up, based on the identification of important partners by individual PVOs or PRTs, ADTs, HTTs, and other civil affairs teams. A typical deployment might look like the following conceptual scenario:

Conceptual Scenario 2: Hospital and Local Health NGO 

A PVO begins working with local hospital on youth vaccination program and a local NGO that is also working on youth health programs. The hospital has no computers to devote to the effort, and the international NGO is using a Windows XP machine that has been cobbled together from spare parts. It is buggy and the computer is infected with multiple viruses. 

The PVO issues MESS-kits to both local hospital pediatrician who is managing vaccinations and the program manager for the NGO. The PVO works with MIT’s FabLab on contracting local national to make WiFi shots between the NGO and the hospital, using open-source tools, and to encrypt the network with Wired Equivalent Privacy (WEP). 

The PVO works with each side to show the pediatrician and program manager how to subscribe to each other’s RSS feeds, creating several cross subscriptions: 

1. A feed from the hospitals HIPPA-compliant patient tracking system, which releases aggregate demographic information about how many youths have been vaccinated during the week, including shape files of the areas in which vaccinations have occurred.

2. A feed from the NGOs public health database which shows the areas in which field workers have been going house to house to convince families to vaccinate their children.

Together, the hospital and the NGO are able to see the direct results of vaccination outreach programs, and the NGO is better able to convince its donors to fund additional work with actual aggregate clinical data. Figure 2 below depicts this configuration.  NB: no personal or patient data is stored on the MESS-kit, which is not HIPPA-compliant.

Figure 2: 
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3. Enabling Effective Strategic Communication 

During CMOs, SC is a crucial factor in determining mission success, where much depends on local actors' support and cooperation.  Knowledge of local attitudes and perceptions helps to uncover the relationships, power structures, and historical dynamics between ethnic, religious, or political factions relevant to the mission at hand, and this directly informs the mission.  In counter-terrorism operations and in particular countering violent extremism, a change in local perceptions and attitudes is the primary mission objective.  As such, the ability to learn from as well as transmit information to local actors and partner organizations is critical.  Effective dissemination of information to the affected population and civilian organizations allows for the building of effective partnerships in order to harmonize efforts.  The information flow within and among actors requires careful management of trust and the channels by which that information flows to its intended audiences, and feedback loops established through these channels help to measure the effectiveness of the strategic communication in the AO.   

In the absence of reliable and interoperable ICTs, civilian CMO partners tend to coordinate their operations by face-to-face meetings—invitations to which are not always made to military personnel.  In UN operations, OCHA is the designated lead for the international community, coordinating IGO and NGO efforts through “cluster coordination” or other methods.  With a MESS-kit enabled community of CMO partners, military personnel could also cross-subscribe to many of the activity stream data feeds flowing between civilian partners (provided that a commander allows a MESS-Kit to operate in a dirty internet setting). These data flows would provide a critical tool for military personnel to monitor the flow of ideas through documents and data sets that civilian organizations share with each other through normal operations. It would also begin to close the feedback loop on the effectiveness of SC and to provide updated information on relevant perceptions and attitudes.  These data flows would also enable civilian organizations to control the flow of information that goes to the public space versus those which remain in its private control (thereby closing another feedback loop: how well the military earns the trust of its civilian partners). 

The MESS-kit integrates with SC as well as broader public diplomacy efforts as both a sensor in the network as well as a method for sharing information with civilian partners that can prepare the AO. Because the MESS-kit can exchange data with other MESS-kits (as approved by the group that has possession of the kit), it can communicate operational information with military units in theatre, providing human intelligence about the status of reconstruction projects and programs. Because the MESS-kit can also be deployed with a default dataset, a commander can include maps, aerial imagery, and other data which will define the perspective of the civilian organization that receives the kit.
 

CHALLENGES TO CIVILIAN-MILITARY INFORMATION SHARING

The MESS-kit should not be viewed as a panacea or silver bullet. It does not attempt to solve all elements in a complex set of communications issues that extend into the policy domain and operational decisions of many thousands of civilian organizations. Rather, the MESS-kit augments positive dynamics which are already occurring within informal networks, amplifying the rate at which communications occur. It is ultimately up the CMO partners to act based on increased information flows. 

The challenges to building effective information sharing are legion. Critical issues include:

1. Building trust between CMO partners, especially across the civil-military divide. 

2. Making civilian partners aware of the opportunity to harness military assets for their own missions.

3. Confronting the mismatch between technology that wires the internal bureaucracies of individual CMO partners and the technology necessary for wiring informal networks between bureaucracies.

4. Addressing many of the obstacles to fixing inflexible technologies in the field.

5. Working in an inefficient and often ineffective system for international development and reconstruction

1. Building Trust

In the name of operational security, civilian partners are often placed in reactive positions to military actions.  They discover military operations by word of mouth, first-hand reports from their field staffs, or when called on to provide aid to wounded civilians, and/or being in proximity to the operation. While operational security may continue to dictate this position, it will also continue to have negative effects on the level of trust civilians and locals have in the military. This negative effect will be particularly pronounced when the outcomes of operations leads to unintended harm to civilians which could have been avoided by consultation with local civilian partners.  In many cases, greater awareness of issues that are common knowledge to anyone working in the affected area would further reduce the negative impact of military operations.

2. Awareness of the Opportunity

Civilian partners are also usually unaware of what information and resources are available to them through the CMO framework; this is particularly the case for revised and new NGA licenses pertaining to the provision of unclassified geospatial data to CMO partners and the DoDD 8220.02 framework for the provision of ICT to CMO partners. Nor are civilian partners accustomed (or entirely comfortable with) working in complex partnerships with one or more military forces. More commonly, NGOs and IGO agencies either work on their own or subcontract work to local nationals, whose communications capabilities may have been poor in the first place and then degraded by conflict or disaster. The MESS-kit is an option open to commanders to begin addressing enabling CMO partners to fit more appropriately into the efforts to create cohesive, coordinated actions towards a set of goals. 

3. Technology for Bureaucracy v. Technology for Informal Networks 

Technology is frequently modeled on the inflexible structures of the bureaucracies that funded its development and gets in the way of tools that enable informal networks in the field. These technologies are ill-suited to the rapidly changing environments characterizing conflict, post-conflict, and disaster response scenarios.  Inflexible policies around technology often leads to a vicious downward spiral: diminished communications cause a breakdown in the informal networks, which makes the necessary trust on which unity of effort depends also break down. It is common to observe partners to COIN, SSTR, and HADR operations engaging in the following dynamic: to ensure operational security or prevent the military from accessing civilian data, partners to COIN, SSTR, and HADR operations hold back information critical to ensuring ongoing consensus. This action signals diminished trust and leads to uncoordinated actions, which in turn drives more distrust and diminishes the overall security environment, not just the information security situation.

4. Obstacles to Field Fixes to Inflexible Technologies

In order to provide workarounds for blockages presented by inflexible technologies, personnel from partnering organizations sometimes must resort to inefficient and ineffective measures. Common blocks in the flow of information between partners include:

· Closed Networks. Many information assurance architectures are designed to prevent access by outside parties by limiting access to the transport mechanism, the network. One of the architectural legacies of this design choice is an inability to grant access to these ICT resources to external partners, because access to these resources would first require credentialing those partners as internal members of the host organization.

· Unnecessary Classifications. Many documents are over-classified with For Official Use Only, Limited Distribution, or No Foreigners. In the case of private organizations, many are marked Confidential or Privileged. In most cases, information on these documents can and should be shared at the field level with partners, but must be withheld to abide by organizational policies and governing laws.

· Unnecessary Permissions. Many software applications specify their default security settings for each document to make that information available only to the creator or the creator’s immediate work group. Overburdened field staff tend not to change this setting, leaving a great wealth of otherwise public information stuck on individual hard drives.

· Firewall Blocks.  In an effort to prevent access to unauthorized information, firewall blocks can prevent whole blocks of domain names from being accessed. In one case, a HTT who needed to monitor Afghanistan’s government web sites had to fight a block that prevented it from accessing all sites ended in .af, which is the top-level domain for Afghanistan.

· Opaque Data Schema. Many data formats are proprietary and require the purchase of expensive software to convert them to open data format that partners can use. This cost in time and software licensing often prevents data from being shared.

These issues frequently cause problems:

Inflexible Homegrown Workarounds. While elegant mashups do occur in the field, more frequently, personnel are under time and resource constraints and deploy a solution which matches the need at the time it was created and which does not elegantly scale to meet changing needs.

Duplicate Data Entry. In cases where information exchange between incompatible systems is critical, personnel from two or more partner organizations may choose to manually import data from one system another—sometimes by hand. Repeat data entry is inefficient, ineffective, and unsustainable. Agreements to perform duplicate data entry will diminish in effectiveness over time and/or during crises (which is when shared information is most needed). It should be noted that partners will usually refuse to perform duplicate data entry into .mil-based systems solely for the sake of unity of effort. 

5. Working in an inefficient and often ineffective system for international development and reconstruction

The numerous actors in conflict, post-conflict and emergency settings have contrasting—and often competing—objectives.  Military commanders face another challenge in finding opportunities for collaboration between civilian partners: the international development system is neither optimally organized for creating synergies between partnering organizations nor designed to foster coherent, fast action. In many cases, NGOs compete among the same donor pool for grants. The subagencies of large IGOs may have agendas that make interoperability more difficult than would normally be assumed. The military must learn to differentiate factions among non-governmental entities. Humanitarian NGOs have different agendas than NGOs focused on the eradication of a single disease, the provision of clean water or renewable energy. Likewise, religious NGOs may have cultural agendas that may clash with the agenda of other organizations —particularly those NGOs which focus on reproductive health.

Architecture and Organizational Design

Technology does not itself create unity of effort; networks of coordinated teams do. An information sharing system requires a network of supporting individuals at its endpoints, working with one or more enabling technologies. The MESS-kit offers an enabling technology within a set of tactics, techniques, and procedures (TTPs) to augment a commander’s ability to coordinate activity across a CMO. It is divided into two segments: 1) an enabling technology platform and 2) a set of practices to generate information sharing activity between CMO partners.

1. Enabling Technology Platform

The MESS-kit consists of a system of bundled technologies, drawn from both the open source and commercial worlds. These software tools are configurable to the AO and may add additional toolsets as the commander deems appropriate. The core toolset includes the following elements:

a. Hardware Platform Specification

The hardware specification recommends a small server to enable the operations of a workgroup no greater than 12 people. The hardware recommendation consists of six components:

1.
Mini-server

2.
Network router

3.
External Storage Device

4.
Storage Case

5.
Uninterruptible Power Supply

6.
Cabling

NB: It is not optimal to use the server as a workstation. The server can be configured for use as a workstation in case of inadequate hardware for all users, in which case, it should be carefully monitored by the administrator. 

Optional. When CMO partners do not possess computers, the commander may still deploy the MESS-kit, provided that he/she can also provide include inexpensive computers with the server. The Vendor recommends low-cost, low-power-consuming netbook computers for this purpose. Netbooks are not part of the default configuration of the MESS-kit, and will be up to the commander to purchase and implement. Netbooks might also become appropriate hardware for use as a mini-server, should hardware performance of these low-cost laptops continue to improve.

b. Software Toolset

The MESS-kit includes a set of basic collaboration software appropriate for the field. The core tools include:

1.
Document Management System. Ex: Knowledge Tree.

2.
Survey Management System. Ex: Lime Survey.

3.
Disaster Management System. Ex: Sahana.

4.
Online Meeting Software (VOIP and chat). Ex: DimDim.

5.
Wiki. Ex: MediaWiki.

6.
Blog. Ex: WordPress.

7.
Photo Gallery. Ex: Gallery.

8.
Course Management System. Ex: Moodle.

9.
Content Management System. Ex: Drupal.

Optional configurations include:

1.
Raster Aerial Imagery Browser: A simplified web-based GIS application. Ex: Google Earth Enterprise Browser.

2.
Georeferenced Data Visualization Software: a tool to enable advanced development and visualization of georeferenced datasets on aerial imagery and/or maps. Ex: GeoCommons.

2. Information Sharing Practices

The MESS-kit relies on a set of TTPs around effective information sharing, developed and refined over the past ten years in Iraq, Afghanistan, Banda Aceh, and other SSTR, COIN, and HADR operations. These information sharing practices focus on the development of relationships between individuals who participate in civilian-military operations, as well as formal frameworks between the participating organizations. A more developed version of these practices will appear in the MESS-kit User Manual. The core ideas include the following insights:

Wire the informal networks

Because the informal networks are the key to operating under “Hand Shake Con” and because these networks are rarely enabled by interoperable ICTs or reliable bandwidth, those units who are deploying MESS-kits should grant these tools to the partners who compose the informal networks of the CMO. MESS-kits can connect to each other via simple local WiFi networks, or even sneakernet. 

Connect the Superconnectors

To speed adoption within the informal networks, it is often best to identify the most likely champions: the superconnectors, the individuals who are the hubs on the social networks who can provide entry into closed networks and who can bridge sectors. These individuals are often the most willing to try new communications tools that can save them time and help their “people” to build a more effective response.

Be radically inclusive

Military ICTs tend to operate under strong information assurance mindset that seeks to exclude everyone except those specifically authorized to view atomic bits of information. Instead, the MESS-kit fosters radical inclusion. There is an old adage in network theory: one fax machine is useless; it requires at least two to be worth anything. In the same vein, the practical value of networks increases with each new user. From cell phones to the Internet, the utility of the communications network is a function of the number of users. And because each new user adds not just one new link but many possible new relationships, the growth in the utility of the network increases at an exponential rate with each new user.  This allows for the catalytic effects needed to make an impact in challenging environments.  

There is no question that including everyone in an information sharing system is difficult.  This dynamic must start small, within a controlled environment and only then scale outward. That said, it should include all voices, including and especially those who traditionally have been left out of governance (lest they start the cycle of violence again).  This level of inclusion shifts the information-sharing paradigm, from one which hides information lest it be discovered and utilized for strategic ends, to one where actors can undermine threats by raising the level of visibility of all activities, following an adage from USCG ADM Thad Allen, “transparency generates self-correcting behavior.”

Keep technology simple, mashable, and flexible

As one military technologist quipped at the 2009 Gov 2.0 conference, “only pack it if you can hack (modify) it.” Technologies whose complete functionality has been determined in advance by a team of cubicle-based engineers are brittle: when confronted with the need to adapt to changed requirements and adaptations necessary under COIN and SSTR, these technologies break. Tools designed for fast-changing COIN and SSTR operations must accommodate the inclusion of partners whose participation was never imagined. These tools must therefore be sufficiently simple for everyone to understand; mashable in ways that enable cross-application data flows that can be designed to meet changing needs; and flexible in their application to new problem domains. 

Develop common, open data schema

The use of common data schema are a key element of information sharing. Because each organization brings its own traditions and models to CMOs , they also bring their own naming structures (taxonomies) and concepts of operations to the theatre; they tend to embed these concepts into their data structures. Reconciling these issues is not only technical, but political. It requires creating mapping of concepts, which can become contentious. Resolving these differences, however, is the key to effective communication. If everyone can describe the same phenomenon using the same language, efficient operation becomes possible.

Provide Systems as a Service to Partners

Collaboration techniques that duplicate efforts and require double data entry fail due to time constraints in the field. Providing resource constrained partners with systems that provide useful services (maps, imagery, document management, etc) will enable people to perform essential tasks in an easier way. Information sharing should be transparent in the background between systems with compatible architectures.  Further, this service will engender goodwill toward the military, often an essential part of COIN, SSTR, and HADR missions.

Remove extra steps for sharing information

When busy field staff must make active additional efforts to share information, the expected result is that no information sharing will take place beyond that which is essential to the tasks at hand. This minimum level of information sharing regularly overlooks important opportunities to collaborate and coordinate and often results in conflicts and other miscommunications. Technologists and managers should endeavor to make information sharing the default position of all processes and applications. In software, user should need to opt out of sharing the document.

Entrust partners with information about non-kinetic operations

Operational security will prevent release of warnings about many kinetic operations. However, most information about non-kinetic operations—especially about reconstruction and development activities—can be made public to partners. Over classification of documents should be discouraged.

Learn from operations and adapt the MESS-kit to actual needs

Commanders should provide resources that actively enable the informal network to evolve the system based on lessons learned in the field. They should also amplify the growing capacity of the system's users to alter the tools to meet their own requirements, as this capacity to create tools is a core element of making a society self-sufficient in the long term.

Technical and Human Performance

EXPECTATIONS

This system augments a commander's capacity to generate unity of effort; it does not guarantee unity of effort. The success of the system will in large part be dictated by the efforts of humans using information sharing technology across the boundaries of specific organizations.

Technical Expectations

The MESS-kit uses both commercial off-the-shelf (COTS) and free and open source (FOSS) software, hardware, and services which are available under FOSS or commercial license and are not subject to U.S. export restrictions. It also relies on the public Internet for communications. Where possible, the MESS-kit recommends the use of WEP encryption for uses over wireless. All products implemented must be releasable to the coalition countries, inter-operate with the commercially available products and standards found in the USA and each country, and be compatible with the coalition partners’ communication infrastructure to ensure all countries can access the network. 

Data Synchronization

The data mesh connecting the various devices is scalable, but it is not ‘n-scalable.’ This initial deployment of a MESS-Kit will determine the potential issues around scalability, including issues that may emerge around the processes for resolving conflicts over different versions of documents and other data on the kits.  

In its initial implementation, each kit will support 12 simultaneous users and will be able to cross-subscribe to XML data feeds with many other kits. Cross subscription of feeds is often limited by the ability of individuals to process the resulting volume of information flows and by the memory space on the device; this cognitive limit—combined with a strong incentive to keep open drive space—will effectively prevent scaling beyond the technical capacities of the system. 

No limits will be placed on cross-subscription aside from training of users to understand their own information processing limits. Scaling of the system needs to be actively monitored and tactics for allowing for some organizational designs other than a pure mesh will likely need to be explored. Conflicts between computers which have been operating in standalone, disconnected use may require manual intervention, though version control is not part of XML/RSS feeds and will not therefore require substantial conflict resolution. 

NB: The MESS-kit is not intended to be loaded on multiple field laptops and synchronized between the members of small teams. It is designed to be a hub around which a team can aggregate data. Each hub can then exchange data with other team hubs. That said, in some circumstances, this data synchronization can work between a workstation and the server, though the team will need to follow current field practice, which require individuals to tackle any conflicts between documents on a manual case-by-case basis. The Vendor will explore possible organizational designs and processes for resolving these processes during the initial implementation in the field.
Data Storage

Systems which have been operating for long periods may fill their default hard drives without human intervention. The MESS-kit Manual will recommend periodic archiving procedures for moving old files to backup drives, freeing up space for new activities. This procedure is no different than the care of a personal laptop, which requires a similar process.

Database and File Size

The MESS-kit recommends that no single database size exceed the available RAM or the file size of 4GB. It also recommends that no single file exceed 4GB in size or the size of available RAM.

Human Expectations

The MESS-kit is designed to operate in an environment where the strictures of traditional military information assurance practices have prevented information sharing across the civilian-military divide. The MESS-kit is also designed to operating detached from a network. Implementing physical CAC-cards for individual users would just replicate the threat that was described as the ORD (section 2) and create a scenario where the MESS-kit would become yet another unusable, impractical civilian-military resource. Without a network, any CAC-card-like credential revocation would also be impractical, as would a decentralized scheme for revocable usernames/passwords. As a result, the MESS-kit uses best commercial practices of requiring a username/password for access to a local web server.

Administration of credentials will be the responsibility of the deploying entity. It should be noted that NGOs tend to have high staff turnover due to personnel rotations, and credentials will likely need to be monitored on a periodic basis through visits to the NGO and inspection of the device. The MESS-Kit User Manual will describe an audit procedure for user accounts.

SYSTEM PERFORMANCE

Metrics

Measuring the effects of information sharing is a notoriously difficult endeavor. Many effects have long delays between the transmission of a single meme and its application to one or more operations. Some memes cannot be disaggregated from contextual information which is unique to the perspective of an individual user, or from a web of actions around it. Over time, the effects of tacit knowledge and accumulated cultural wisdom are difficult to calculate. 

That said, the feedback loops that govern information flows are critical to monitor. When information flowing into an organization dwarf the information flowing back out of that organization, partners in CMO will reduce the information that they give to what is perceived to be an “information sink.” If they are going to continue to contribute, partners need to receive some value in exchange for sharing. They also respond strongly when the information supplied to a partner is seen to result in visible action.

The MESS-kit User Manual will develop and suggest possible methods to think through monitoring this feedback loop using the activity streams of the final set of software applications. These measures of performance (MOPs) will focus on how well the system performs a given task, rather than on measures of effectiveness (MOEs), which show how well the system contributes to a given outcome in the field. Given the complex interdependencies relating to how information sharing contributes to a given field outcome, MOPs can be more directly measured than MOEs.

Standalone Measures of Performance

Most performance measures for individual MESS-kits relate to the usage of the device. Metrics may include:

1. Total files uploaded by all users

2. Total files accessed by all users

3. File contribution rate per user

4. File access rate per user

5. Total searches for files

6. Total wiki and map entries created

7. Total wiki and map entries updates

8. Total blog posts created

9. Total blog posts viewed

10. Total hyperlinks created between files on the system and entries in the wikis, maps, blogs, and other database-backed entries on the system.

Networked Measures of Performance

Networks are measured in terms of discrete members (nodes) and the relationships that exist between them (edges). The case of information sharing networks, those edges are also the routes for information flows. In cases where MESS-kits are operating in networked mode (not in standalone mode), it may be possible to collect data from multiple individual devices and create an aggregated graph of the nodes and edges of the exchanged RSS feeds, as well as other performance metrics from the individual machines that participate in the network.

Nodes 

Networks composed of 2 or more nodes have a topology which reveals meaningful information about the way that nodes and the users are around those nodes are relating to each other. In the case of MESS-kits, certain devices will emerge as valuable sources of particular information. Some will contain information about changing public health of a particular ethnic group; others will contain maps of ongoing agricultural projects. Because users on individual devices can subscribe to incoming information feeds from other devices, these subscriptions will (like Google) indicate which devices are producing data that is perceived to be valuable by the other members on the network. This web of relationships will show which devices are more central to the network. The directionality of these relationships—one-way or two-way—may also yield insights into the nature of information sharing.

In aggregate, the weight of these relationships will allow for the creation of a histogram that shows which cohorts of devices have which percentage of overall subscriptions. If a power law function emerges, it will indicate that the network is deriving the most information from a small fraction of the devices that are cross subscribed. If other curves emerge, different inferences about the network information flows can be made based on networking theory combined with ground-truthing.

Flows

The volume and rate of information flow across devices can be a measure of performance (allowing for intermittent network access). Possible metrics include:

1. Total volume of data stored on each device and all devices in aggregate.

2. Total volume of data exchanged between devices during any given time period.

3. Rate of change of the volume of data exchanged over any given time period.

4. Permeability of the network to new data or ideas (propagation of a file or meme over time).
5. Local velocity of information flows, particularly in densely cross-subscribed devices, compared to the velocity in less dense areas of the network.

6. Cross subscription data between specific user accounts.
TESTING PROCEDURES

To demonstrate the full functionality of the MESS-kit, the vendor will arrange for a demonstration of each application on the complete system in its offices in Arlington, VA. The demonstration will show:
1. System Configuration Procedures, including preparation of three systems for a remote location with maps, imagery, and relevant data.
2. Authentication and login procedures.

3. Create, Read, Update, Delete (CRUD) capabilities for each application included in the mess kit.

4. Cross subscription of feeds, including the ability to visualize external feeds in the applications that support mapping or other visualizations of external XML.

5. Standalone Use of a single device, including later integration of the standalone machine into the network and the use of sneakernet to transfer files to another MESS-kit.

6. Networked Use of three devices in all three network modes.

7. Backup and Archiving, including the ability to restore a failed system from backup.

8. System Maintenance activities, including replacement of memory devices and updates to the operating system and MESS-kit applications. 

Information Assurance

Because the MESS-kit system enables the informal network in a COIN, SSTR, or HADR operation to share information across organizations and nationalities, the dictates of information assurance raise challenges. Several principles must be followed:

1. Unclassified Information Only. The MESS-Kit is designed to carry unclassified information between partners. Any information with classification must pass between partners via other channels.

2. No Personal Information. In addition, the MESS-Kit is not intended to store personal information, and is not intended for applications which require HIPPA-compliance or which must conform to personal data privacy standards in the United States, European Union, or other countries with analogous regulations.

3. Use of commercial best practices. Instead of imposing military information assurance (IA) on partners, the system will use commercial practice of having login accounts for individual users and assuming basic WEP encryption of the network (in cases where WiFi is used). The system will not use IA practices for military systems, as it is these practices which are contributing to the lack of information flow between the DoD and non-DoD partners.

4. Protection of Activists. The MESS-kit is not configured with software to hide the device or data traffic through the device from authoritarian regimes. The MESS-kit has no tools to protect individuals whose online activities could lead to arrest in a host nation where free speech principles do not conform to US or EU standards, and should not be deployed for this purpose without substantial authorized modification by the vendor.

IA STRATEGY

CMOs—and in particular counterinsurgency operations—require the military and civilian partners to accept greater risk than regular warfare. The MESS-kit introduces open information flows between partners, and therefore introduces new or enlarged risks than traditional operations. The IA strategy for the MESS-kit is to ''reduce'' risks associated with information sharing, but not to '''eliminate''' risks.

The system will approach security in three modes:

1. Wireless Field Operations (WFO)

Wireless Field Operations mode enables military personnel to grant a node to a partner organization and to establish WiFi shots to the partner from another location (in accordance with DoDD 8220.02). The WFO mode sends RSS feeds through WEP-encrypted WiFi shots, enabling members of the MESS-kit network to exchange information via RSS/XML-based feeds. The MESS-Kit can be used in standalone mode, providing a local WiFi network access to a team without being connected to the Internet; it can also be connected to an Internet connection so that the team has access to resources outside the local network. See Figure 3:

Figure 3: WFO Modes: With and Without Internet Backhaul
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In cases where a MESS-Kit might service a small team for document exchange and a larger community for general Internet access, hardware may support a configuration where the small team uses encrypted WEP WiFi and the general community uses unencrypted WiFi. This configuration will be supported as COTS hardware allows.

2. Wired Office Operations (WOO)

In cases where WiFi is impractical or would be easily compromised, wired access to partners is possible. The WOO method ensures that physical access to the network is required to access data feeds. 

3. Physical Data Transfer (PDT)

In cases where security concerns outweigh the benefits of RSS feeds to exchange data between partners, data on the devices as well as the virtual machines that contain the kit can be suspended and saved to memory devices. Personnel from any organization can carry the  data and/or virtual machine to another site, where it can exchange RSS feeds in a closed network environment with the MESS-kit instances at the second site. Similarly, specific data sets can be saved to external memory devices and transferred between machines.

THREATS

Misinformation

Because MESS-kits will be placed into the operational control of CMO partners, and because not all partners are favorably disposed towards the military, it is possible that partners could inject misinformation into the MESS-kit system. The system is not designed for automated detection of misinformation; it relies on humans to distinguish signal from noise. 

Information Leakage

Information about non-combat projects and programs conducted by CMO partners will be contained on MESS-kits. Some information will be exchanged between MESS-kits, creating redundant copies of certain files. This information could leak into areas beyond the CMO partnership. The cost-benefit ratio between the increased coordination of unity of effort and the increased risk to projects/programs through information leakage is something that commanders will need to evaluate on a case-by-case basis.

SECURITY

Partner Selection Rules

Partners should be chosen within a network of trusted existing relationships. Commanders and partners who decide to grant a new partner a MESS-kit should be comfortable adding the partner as a node on the network. Trust is the key metric, which is left to the judgment of the person distributing the MESS-kit.

Authentication and User Account Management

Each MESS-kit will be configured with 100 possible user accounts with a username/password. The 100 accounts are to provide flexibility around personnel rotations in the field within a single workgroup of 12 staff. Like the military, NGOs tend to cycle their personnel through rotations in theatre. If a particular NGO has sufficient personnel turnover to require more than 100 accounts, that situation could be handled on a case-by-case basis; it would require field administration of the device, and would likely benefit from having the deploying unit predict this eventuality when the device is first deployed.
When the MESS-kit is deployed, a facilitator will assign one of the preconfigured accounts to an individual member of the receiving organization. This set of credential controls access to the suite of software contained inside the MESS-kit's virtual machine and also links a user account to the data entered on the machine and the log entries of actions on the machine. These credentials can be revoked through physical access to the virtual machine. At this time, remote access to the virtual machine is not planned, nor any functionality that would enable remote revocation of credentials.

At least one account will be designated to support anonymous submission of data to the device by parties (including activists) who require using a generic username and password.

Data Flows

Data will flow over wireless (WiFi) connections using commercial-grade encryption. In addition, all data will be transferred using 128-bit SSL encryption over HTTPS. That said, because all encryption algorithms for wireless network can be cracked, it is possible for advanced insurgent elements and other unfriendly organizations to be able to track data flows between two or more MESS-kits.

Incident Reporting

Security incidents and threat reporting will be done directly to the vendor's offices in Arlington, VA.

CONTINGENCIES AND CONTINUITY PLAN

Backup and Recovery

The MESS-kit should be backed up regularly. The frequency for this backup will be determined by the individual partner who has physical access to the MESS-kit. Backups will use the virtual machine’s backup system, which enables a user on the device to backup the current state of the virtual machine to a second memory device, such as a CD, DVD, external hard drive, or USB stick. Backups can be performed manually or can be placed on a regular automated schedule. These backups are also portable: virtual machines can be opened on another machine, including personal laptops. In this way, should a device ever have a hardware failure, the last backup of the virtual machine can enable continuous operation.

System Theft/Compromise

Systems may be stolen or lost. There is no plan to remotely lock a stolen system or wipe its hard drive clean. Users should protect the systems as best as possible. Losses will be dealt with on a case-by-case basis. Because user accounts are preconfigured, it will be possible to track compromised accounts.

Support and Training

SYSTEM SUPPORT

Because the system is composed of COTS hardware and COTS/FOSS software, all hardware and software components are field maintainable. Commanders who wish to deploy the units will be required to train teams in the basic field repair of the MESS-kit, to include:

· Replacement of internal memory storage device, including backup and restoration of data.

· Updates to Ubuntu operating system. 

· Updates/replacement of MESS-kit virtual machine.

· User account administration.

· Security Training, including how to setup users and groups and protect the box against physical theft.

TRAINING

Users of the MESS-kit will receive training via video and/or PDF documents that explain the basic operation of the system.

ADMINISTRATION PROCEDURES

The Vendor will set up a wiki with information on procedures for operation and administration of the MESS-Kit.

Appendix 1: Relevant Documents

MANUALS

•
FM3-0 Operations

•
FM3-07 Stability Operations

•
FM3-13 Information Operations 

•
FM3-24 Counterinsurgency (JP3-24)

•
JP3-57 Civilian-Military Operations

DOD DIRECTIVES

•
DoDD 3000.05 Stability, Security, Transition, and Reconstruction Operations

•
DoDD 3000.07

•
DoDD 8220.02

Appendix 2: Expected Use Cases


The following list of use cases are not comprehensive nor prescriptive of use cases that the Contractor is required to support. Rather, they point to potential real-world applications of the device and provide a sense of the flow of information between users.

Situational Awareness within a single partner organization

Bob, a member of a PVO uploads a spreadsheet of irrigation projects (with location data) to a document management system. Kris, a second member of the PVO, sees an RSS feed indicating that Bob has uploaded new spreadsheet about irrigation. Kris retrieves the document and inserts it into a mapping tool, which already has data on other projects (like roads and microhydro electric generation sites). The tool's geocoder plots the approximate locations of the irrigation project and puts the data onto a map of the region. Both Kris and Bob are able to view the map and discuss projects in context of other georeferenced data, including roads and proposed microhydro generation projects.

Situational Awareness between Intermittently Connected Partners

Razzaq, a logistics officer for a big NGO, manages the supply chain leading into a province experiencing mass human migration around a military operation. He is connected to his NGO’s information systems by a VSAT, which he uses to communicate his calculations of supplies of water and food to his international HQ.

Floyd leads a PVO team that monitors human migrations. Floyd heard of the MESS-KIT. Floyd received permission from his manager to share limited, reviewed information about the refugee situation via his MESS-KIT with Razzaq. Floyd uploads images from his COTS camera with the grid coordinates of new areas where refugees are congregating in the woods. 

Razzaq's MESS-KIT then receives an RSS feed indicating new information has arrived from Floyd. Razzaq reviews the information, plotting the new locations of refugees and examining the apparent health of people in Floyd’s photos. Razzaq begins planning how to securely investigate the situation with refugees who are hiding in the woods several days earlier than he would have otherwise been able.

Cross-Organizational Project Planning and Coordination (Act)

Drew, a facilitator for a World Bank Development Project, manages the mobilization of five villages for a post-earthquake, block-grant development project. Drew is often in the field and disconnected more than 80% of the time. He cooperates closely with Sheila, a USAID employee. Sheila herself is in the field more than 25% of the time. Both use separate instances of the MESS-KIT: Drew's on a laptop that he carries into the field, and Sheila's installed on a desktop in her unit’s headquarters. Sheila has configured her system to pull RSS feeds from Drew's laptop when it is connected to the local network (not a public internet)

Drew creates a blog post in the MESS-KIT after each village mobilization meeting as a means of keeping minutes. He also records which village elders attended each meeting and notes the name, type, and location of all proposed projects under the block-grant program in two spreadsheets (attendance.xls and proposed projects.xls). Drew uploads the two spreadsheets to the document management system. 

When Drew gets to a network connection, an RSS feed tells Sheila about all Drew's blog posts as well as the creation of the two spreadsheets. Sheila passes the attendance spreadsheet onto her colleague, Travis, who updates a sociogram, and she uploads the spreadsheet of proposed projects into her MESS-KIT’s mapping tool. The tool's geocoder plots the approximate locations of the projects and puts the data onto a map of the region. Sheila compares these projects against plots of other proposed projects from NGOs in the region, and notes that the one NGO has already received funding to build a health clinic in one of Drew's villages which had decided to build one of their one. Sheila sends an email to Drew noting the possible conflict.

Extending the Information Sharing Platform

Craig is a fielded IT staff member of the UNJLC who has received a MESS-KIT as part of a decision by his Health Cluster to deploy and support the technology. Early in a deployment to a post-conflict situation, he notices a sharp uptick in the number of field assessment forms that are arriving with hard-written notes in the margin that state: "noted (n) persons with signs of mutilations by gangs of youth." Craig realizes that partners to the stability operation need to monitor this emerging situation and quantify the scale of this new problem. He modifies the data schema of the disaster management system, adds code to support a new set of fields about gangs and mutilation, and creates a patch which other IT staff members can install on their MESS-KITs. He uploads the patch to the document management system and emails his peers about it. His peers down the patch via a link in their RSS feed readers, and test the patch on a local non-production version of their MESS-KITs. Several submit improvements and a bug fix to the patch. Within several hours, the patch is ready for everyone to install on their production MESS-KITs. 

IT staff across the stability operation install the patch, modifying their own disaster management systems and associates field assessment forms. The next day, more than 80% of the field assessment teams are taking quantifiable measurements about gangs and mutilation.

Maintaining Systems

Dr. Ashahi, a infectious disease specialist consulting to a host nation’s ministry of public health, is responsible for improving an avian flu health project in a post-conflict region. She has a MESS-KIT in her field office on a MacMini, which she uses to track locations of outbreaks, note operational data about clinics, and receive outbreak data and maps from adjacent regions. Due to nearly 24/7 overuse, her hard drive crashes. She has an external hard drive, where she has stored data up to the previous day by cloning the virtual machine each night to the disk. She has been trained that she can open her laptop, where she has installed a spare copy of the Virtual Machine Client Software. She connects the external hard drive to her laptop, opens the last-saved version of the MESS-KIT virtual machine, and continues from where she left off the night before. She re-enters data from the current day, notifies the ministry’s IT department that she needs a new hard drive, and closes the day by saving the virtual machine to the external hard drive and her local notebook drive.

A week later, an IT staff member from the ministry arrives with a new hard drive. He installs the drive on the MacMini. Ashahi then suspends her MESS-KIT's virtual machine, connects the external hard drive to the MacMini, copies the current state of the virtual machine onto the MacMini, and continues right where she left off on the MacMini.
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